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To: Bay Area UASI Approval Authority 

From: Catherine Spaulding, Assistant General Manager 

Date: August 8, 2013 

Re: Item #5: Cyber, Recovery, and Citizen Preparedness 

 

 

Recommendation: 

 

Approve the proposed allocation of $776,700 of FY13 UASI funds: 

 $405,220 – Three cyber security analyst positions in the NCRIC 

 $254,480 – Recovery planning and preparations 

 $117,000 – Bay72 regional expansion 

 

Attachments: 

 

Appendix A: Proposal for Utilization of Funds, NCRIC Cyber Program 

Appendix B: NCRIC Cyber Org Chart 

Appendix C: Bay Area Recovery Planning Survey 

 

 

Discussion: 

 

Background 

 

At the June 13
th

 Approval Authority Meeting, the Management Team announced the availability 

of $817,000 from the FY13 UASI allocation.  These funds became available when we learned 

that the State was planning to retain 17% of the total grant allocation rather than 20%.  The 

actual amount available for reallocation is $776,700 once the M&A amount is extracted.   

 

At the June meeting, the Management Team recommended that the Approval Authority allocate 

these funds to cyber security, recovery, and citizen preparedness.  The Management Team made 

this recommendation because these are critical gaps that have been identified through our risk 

management program, that have been identified by FEMA as being critical priorities, and that 

have hitherto not received significant funding in our region.  The Approval Authority requested 

that the Management Team provide specific details in the August meeting on how these funds – 

particularly the cyber funds – would be spent.  
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Cyber Security 

 

In May this year, the NCRIC established a Cyber Unit to collect and share cyber information as 

well as provide intelligence analysis and defense.  The Unit consists of five FTEs and 

implements four initiatives: Cyber Outreach, Cyber Incident Reporting, Cyber Liaison Officers, 

and Automated Threat Information Collection System.  Please see page 9 of Attachment A 

“Proposal for Utilization of Funds, NCRIC Cyber Program” for more information on these 

programs.  Please also see Appendix B for the NCRIC Cyber Program Organization Chart. 

 

The Cyber Unit has been funded on a pilot basis through October 2013 by the Department of 

Homeland Security via the White House.  The Management Team recommends allocating 

$405,220 from FY13 UASI funds to support three of the five Cyber Unit positions for a twelve 

month period.   

 

 

Recovery Planning and Preparations 

 

At the March 2013 Approval Authority meeting, the body discussed the need and importance of 

future regional work on recovery.  Regional Program Manager Janell Myhre has since surveyed 

all 12 counties and three major cities concerning work completed to date in the areas of outside 

agency stakeholder discussions, emergency pre-planning, and plans (see Appendix C: Bay Area 

Recovery Planning Survey).  Regional Program Manager Janell Myhre has also discussed with 

multiple stakeholders their priorities for regional work in the recovery area.   

 

The Management Team recommends allocating $254,480 that will be used to pay for staff and/or 

consultant time to conduct the following work: 

 Gain pre-approval from FEMA for the region’s debris management plans so that regional 

operational areas could increase their reimbursement rate from FEMA from 75% to 80%. 

 Assist those OAs and Core Cities who have not yet developed preparations for permitting 

waivers to do so, based on work already developed in the region. 

 Assist those OAs and Core Cities who have not yet developed continuity of operations 

and continuity of government plans to do so, based on work already developed in the 

region. 

 Work with region’s Core Cites to develop/support development of a Disaster Recovery 

Framework and Recovery Support Functions, based on FEMA’s national model, which 

includes planning around economic recovery, health and social services, housing, 

infrastructure, and natural and cultural resources. This framework could be used as a 

model for other cities and OAs in the bay area region.  

These tasks would be confirmed and prioritized through further stakeholder consultations and a 

sub-committee on Recovery established as part of the RCPT workgroup. 
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Bay72 Regional Expansion 

 

Bay72 (previously called the SF72 project) creates engaging and dynamic online homes for 

citizen preparedness as well as local coordination sites for when disaster strikes. To date the 

project has been developed for San Francisco with the intention of serving as a pilot for the 

region.  All of the code for this site is open source, so it will be low cost and easy to replicate 

regionally.   

 

In March 2013, the Approval Authority approved $200,000 of regional funds (FY11 and FY12 

salary savings) to support the Bay72 project.  These funds will support the completion of the 

design and build out of the SF72 website, including citizen feedback.   

 

The Management Team recommends allocating an additional $117,000 from FY13 UASI funds 

to Bay72 to help the two other Major Cities (Oakland and San Jose) as well as one North Bay 

Operational Area to begin to develop their own locally-tailored sites (e.g., “Oak72” and “SJ72”).  

The funds will support a series of workshops so that these local jurisdictions can develop their 

own local messages and content, printed materials, and other collateral content.   
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(4) Requested UASI Funded Cyber/IT Personnel      
$405,221

Director 
San Mateo Sheriff’s Office

Deputy Director
SMSO - Contract

Cyber/Information 
Technology Manager

UASI

Cyber/Information 
Technology 

Program

Northern California High Intensity Drug Trafficking Area Executive Board

Northern California Regional Intelligence Center

Technology Advisor
Sandia National Labs

(3) Staff UASI Funded 

Lead Analyst
UASI-Cyber
$124,744.20

IT Analyst
SMSO
UASI

Cyber IT Analyst
UASI-Cyber
$142,109.80

Crime Analyst
SMSO
UASI

(1) Agency Funded Part-Time Personnel

Cyber Crime Analyst
UASI-Cyber
$113,407.00

Intern
UASI-Cyber
$24,960.00

Updated on: 7/25/2013
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 Bay Area Recovery planning survey _ July 2013 
 

 
Comment LEGEND 

 
Misc comments: 
Copies of plans and research included by Marin County, City/County of San Francisco, Napa County 
Additional information:  Sonoma County has done Staging Area mapping, CalOES Coastal Region is supported by CalOES State operations during the recovery phase. 
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Jurisdiction 
Name 

Outside agency engagement Emergency waivers Plans 
Summary by 
Jurisdiction 

Public 
private 
partner 

Utilities 
planning 

Water 
systems 
planning 

Communicatio
ns planning 

(Verizon, 
Comcast, 

PacBell, etc) 

Land use City/county 
permitting 

Emergency 
procurement 

policies 

Point of 
Distribution 

mapping 

Continuity of 
Operations 

(COOP) 

Continuity  of 
government 

(COG) 

Critical Lifelines 
planning 

Local Hazard 
Mitigation 

Plan 

Long Term 
Housing 

Y N WIP 

Alameda Y Y Y Y Y Y Y WIP Y Y WIP WIP N 9 1 3 

Contra 
Costa  

WIP N N WIP Y Y Y Y WIP Y WIP Y WIP 6 2 5 

Marin N WIP N N N N N WIP Y Y N WIP N 2 8 3 

Napa Y Y Y Y Y WIP Y WIP WIP WIP WIP WIP WIP 6 0 7 

Solano Y Y Y Y WIP N WIP Y Y Y Y Y WIP 9 1 3 

Sonoma N Y WIP N WIP Y Y WIP Y Y WIP Y N 6 3 4 

San Mateo WIP WIP WIP WIP N N Y WIP N Y N Y N 3 5 5 

San 
Francisco 

Y Y Y Y Y N Y WIP WIP Y WIP Y WIP 8 1 4 

Santa 
Clara 

N N WIP N N N N WIP WIP N N Y N 1 9 3 

Santa Cruz WIP WIP WIP Y WIP WIP Y WIP WIP WIP WIP Y WIP 3 0 10 

San Benito Y Y Y WIP N N Y WIP Y WIP Y WIP WIP 6 2 5 

Monterey     y WIP Y Y WIP N WIP WIP WIP WIP Y WIP N 4 2 7 

San Jose Y N Y N N N WIP Y Y Y N Y N 6 6 1 

Oakland Y 
beginning 

stages 

Y 
beginning 

stages 

Y 
beginning 

stages 

N N N WIP WIP Y Y N Y N 6 5 2 

Region/ 
State 

Y WIP WIP Y Y Y Y N Y Y WIP N/A WIP 7 1 4 

Summary 

9Y 
3N 

3WIP 
 

7Y 
3N 

5WIP 
 

8Y 
2N 

5WIP 
 

7Y 
5N 

3WIP 
 

5Y 
6N 

4WIP 
 

4Y 
9N 

2WIP 
 

9Y 
2N 

4WIP 
 

3Y 
1N 

11WIP 
 

8Y 
1N 

6WIP 
 

10Y 
1N 

4WIP 
 

3Y 
5N 

7WIP 
 

9Y 
0N 

5WIP 
 

0Y 
8N 

7WIP 
 

82Y  
46N 

 
 

66WIP 

Y:  yes  
N:  no 
WIP:   work in progress 
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